A REVIEW OF IT LAW DEVELOPMENTSIN SINGAPORE

Joyce ATAN
LLB (Hons) (NUS)
Advocate & Solicitor (Singapore), Solicitor (Ength& Wales)

DanielSENG

LLB (NUS), BCL (Oxford)

Advocate & Solicitor (Singapore)

Associate Professor, Faculty of Law, National Ursity of Singapore.

Singapore's aspiration to be a centre for IT ardtednic commerce has been on the
back of the proactive efforts at developing IT lagre, keeping in pace with changes
and trends in technology. This paper seeks to aminducritical review of these
relevant laws. It will selectively focus on the aseof cybercrimes, electronic
commerce, data protection, electronic money, domames and open source, where
there have been a number of interesting legal dicypanitiatives or technical
developments, national and global, and where Simigapan seek leadership status in
the global marketplace for IT infrastructure angileservices.

l. I ntroduction

1 Singapore has one of the highest IT literacy gemetration rates in the world. The most
recent survey by the Info-communications Developmfathority of Singapore (‘'IDA’) shows
that as of September 2005, 49.8% of all househwde broadband access, whereas Internet dial-
up usage stands at 38.9%. Mobile phone penetrsiiomis at 98.7%Likewise, the overall usage

of info-communication appliances in businesseseiy \igh, standing in a 2004 survey at 83%.
The Singapore Government has aggressively enhaacddpromoted the development of IT
infrastructure of the country.

2 And with national plans to make Singapore arelligent island” also comes the need to
put in place and upgrade the necessary legal tnfictare to support this IT infrastructute.
Singapore has found itself placed on the globagjesta this regard. For instance, Singapore is the
first country in the world to implement the UNCITRModel Law on Electronic Commerce. It is
also heartening to know that its Electronic Tratisas Act has been in turn the model law upon
which other countries have enacted their electraoimmerce laws. However, just as the only
constant in technology is change, we should alsprbpared to review and upgrade our legal
infrastructure to keep up with changes and trendsdhnology.

! Infocomm Development Authority of SingaporStatistics on Telecom Services for 2005 (Jul - Dec)

<http://www.ida.gov.sg/idaweb/factfigure/infopagpIinfopagecategory=factsheet:factfigure&versioniéi=1
infopageid=13558& (accessed 2 November 2005). Singapore has beed by the Global information
Technology Report 2004-2005 as the world’'s most agtweady country, with the United States ranked in
fifth position. See
<http://www.weforum.org/pdf/Global_Competitiveness pRes/Reports/GITR_2004 2005/Networked_Rea
diness_Index_Rankings.pdfaccessed 29 October 2005).

Infocomm Development Authority of Singapoi®urvey on Infocomm Usage in Businesses for 2804
<http://www.ida.gov.sg/idaweb/doc/download/I3559/0sage 2004 _Exec_Summary 250805=pdf
(accessed 2 November 2005).

3 Seee.g, Minister for Home Affairs (Mr Wong Kan Seng), Ramentary Debates: Second Reading of the
Computer Misuse Amendment Bill 1998 (30 June 1998j)jdnentary Debates, at col 390.
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I. Cybercrimes and Electronic Fraud

3 Singapore was one of the first countries in tlaldvto enact legislation to deal with
cybercrimes. Nevertheless, the Computer Misuse® Angcted in August 1993 and modelled on
the UK Computer Misuse Act, has not stood still. KEep up with new incidents of cybercrimes
and new forms of technological risks, the Computisuse Act has since been extensively
revised, once in 199&nd recently in 2003.

A. The Computer Misuse Act

4 Recent local jurisprudence, which is sparse, haped in the interpretation and
application of the Computer Misuse Act. The opgmtlement in most of the penal provisions in
the Computer Misuse Act is “without authority” @ck of authorizatiohWith one exception, to
be discussed later in this Paper, a Computer Migugeoffence is made out if the accused
commits the activity in question without authorizat and does so “knowingly”Of course, the
Chief Justice’s suggestion PP v Muhammad Nuzaihan bin Kamal Ludthat “the courts may
well have to apply the principles of strict liabfliso that the offender’s state of mind was
irrelevant to a finding of guilt” should be understood in its proper context. Theused in
Muhammad Nuzaihan bin Kamal Luddiras charged with the offences of unauthorized ss;ce
unauthorized obtaining of a computer service arauthorized modification. He claimed that he
did not have the requisite guilty intent; his onhtention in accessing without authority the
systems in question was “to check for vulnerabgiti The Chief Justice was rightly dismissive of
this defence, noting that the facts suggestedttimticcused had made a conscious decision to
apply his hacking skills, and also subsequentlydpea about his exploits on the Internet Relay
Chat (IRC). Thus the decision Muhammad Nuzaihan bin Kamal Luddiotually affirms that the
mens reeelement for a Computer Misuse Act offence is imbpeesent, and has to be established
objectively, and not the offenderé&ctual state of mind. An accused cannot claim that hendid
have the requisitemens reasimply because the compromised systems had welW4kn
vulnerabilities and he was merely seeking to tasint for these vulnerabilities.

B. The Meaning of “Authorisation”

5 The meaning of the expression “without authoritgteived judicial treatment ibim
Siong Khee v PP where the Chief Justice, applying the House ofdkcdecision irR v Bow
Street Magistrates’ Court, ex parte Allisbhheld that the Computer Misuse Act is not concerned
with authority to accesper se but with authority to access the actual data prmbjrams
concerned. In so doing, the Chief Justice rightidithat a person who had been given authority
to help the account holder access an email acauhileé overseas, does not have any authority to
access that account for any other purp8dskewise, a systems administrator who maintains
email accounts has no authority to access an atbolder’'s email account, since whether access
is with authority depends on the account holder.

4 Act 19 of 1993 (Cap 50A, 1994 Rev Ed).
5 Computer Misuse (Amendment) Act (No 21 of 1998).
5 Computer Misuse (Amendment) Act (Act 25 of 2003).

Computer Misuse Act, section 3 (1) (“unauthorizetess”), section 5(1) (“unauthorized modificatipn”
section 6(1) (“unauthorized use or interceptiorsgction 7(1) (“unauthorized obstruction”), sectig(l)
(“unauthorized disclosure”).

8 d.

® [2000] 1 SLR 34 at 19.

10 [2001] 2 SLR 342.

1 [1999] 4 All ER 1.

12 Lim Siong Khegsupran 10, at 19.
13 1d at 14.



6 Lim Siong Khedhus has greatly clarified the law as regardssttegpe of authorisation
under the Computer Misuse Act. By giving the act¢dwider the superior right to regulate access
to his email account, to the exclusion of even dhgtems administrator or the Internet Service
Provider,Lim Siong Kheehas afforded the user with a fair measure of ptmtie against any
possible intrusion into his privacy. Of course, #galysis may be different as regards email
accounts maintained by the employer in the coufseonk, as opposed to the personal email
account inLim Siong Kheelt is noteworthy that the Chief Justiceliim Siong Kheavas even
prepared to rule against a systems administratoo, ias overall technical access to all accounts
on a mail system. The scope of authority is thuerdgned by a complex amalgam of the nature
of the account (whether it is for the course ofkvor for personal purposes), the nature and terms
of use (whether the person who is so entitled &nigrauthority* overall has passed on that
authority or a subset of it to the end user), thgularity or irregularity of such uses and the
peculiar circumstances (e.g. an ethical hacker ihgdied authority to test a system for
vulnerabilities, but his authority may be circumised by his obligation to nonetheless protect the
integrity of the critical components of the systamd his duty to the systems administrator to
disclose the results of his tedt)m Siong Kheghus makes it imperative for those who access or
otherwise use accounts other than in the normakeaaf events to secure authorisation in writing
from authorised persons to confirm their legitimateess or use. Yet the court should also pay
heed to the warning iBow Street Magistratethat a Computer Misuse Act offence of lack of
“authorisation” committed by an “insider” accusdibsld only be made out if the accused had
exceeded the clearly defined limits of his autlyorithich the accusedshould know*® Thus the
mens reaelement will engage thactus reuselement in delimiting the scope of a Computer
Misuse Act offence.

7 In this regard, section 4 of the Computer Mishsg stands out as an aberration. The
offence of aggravated hacking is constituted whem@used accesses a computer with intent to
commit an offence involving property, fraud, disksty or which causes bodily harm. Prior to the
1998 amendments, the access in question must lghonaed access. But the 1998 amendments
removed this requirement for the access to be hodméd. In Parliament, in moving the
amendments, the Minister referred to an instancerevemployees of a cinema accessed the
cinema’s cash card computer to top up unused dardsibsequent sale and altered the computer
to cover their track¥’ The employees were prosecuted under the Penal f6pdeminal breach

of trust. The Minister seemed to opine that buttfar fact that their access to the computer was
authorized, the employees could be prosecuted waddion 4 of the Computer Misuse Act.

8 Of course, this narrow reading of the concepiaothorization” was prior to the case of
Bow Street Magistratedf it could be established that the cinema ditl altow its employees to
use the cash card computer to top up unused ctrelis, access to the computer would be
unauthorized and the offence of aggravated hadkimter section 4 would be made out. In any
event, the employees had clearly committed theno&eof criminal breach of trust by defrauding
the cinema, their employer. However, the presectige4 as amended by the 1998 amendments
has the jurisprudential effect of making an offemosmlving property, fraud, dishonesty or which
causes bodily harm additionally punishable becausemputer was used. This can give rise to
awkward scenarios. For instance, an accused wiliab&e for robbery, regardless of whether he
found his way around the neighbourhood through eapee or used a physical street directory to
plan his targets. If he had instead used an elgictrmap or street directory for this purpose, he
would be additionally liable under section 4 of tBemputer Misuse Act. This is so even though
there was no “misuse” of the computer whatsoevat I#d to the commission of his offence. If it
was not Parliament’s intention to create a “compateéented” offence that would aggravate any
offence as long as a computer was used, in thé dfjthe clarification of the law ihim Siong

14 Computer Misuse Act, section 2(5)(b), (8)(b).
15 Bow Street Magistratesupranote 11, at 9.

Minister for Home Affairs (Mr Wong Kan Seng), Ramentary Debates: Second Reading of the Computer
Misuse Amendment Bill 1998 (30 June 1998), ParligmmgrDebates, at col 390.

16
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Kheein 2001, whereBow Street Magistratewas accepted, perhaps the 1998 amendments to
section 4 should be reversed.

C. Other Provisions in the Computer Misuse Act

9 A review of the Singapore edition of its Compu#isuse Act will be incomplete without
some mention of some of its idiosyncrasies.

Q) Securing Access Without Authority

10 The first relates to the offence of “securingess without authority to any computer for
the purpose of obtaining, directly or indirectlyyyacomputer service” in section 6(1)(a), with
which the accused iMuhammad Nuzaihawas charged. It is noteworthy that in the one abarg
where the prosecutor chose to proceed againstthesed inMuhammad Nuzaihannder section
6(1), the charge was framed as relating to thessrtaccessing a port of the server the accused
had compromised to gain access to a communicasengce. On the facts dfluhammad
Nuzaihan this pertained to the functionality describedrasrnet Relay Chat.

11 There is a clear overlap between this sectiohsaction 3, which relates to the offence of
“securing access without authority to any prograndata held in any computer”. While section 3
is adapted from the original UK Computer Misuse,Asdction 6(1) is taken from the Canadian
Criminal Code'’ The focus of section 3 is on the program or dat&hvthe accused had accessed
without authority, but the focus of section 6(1){®)on accessing the computer and obtaining a
functionality. Since any computing functionality fmoduced via programs and data, it is
conceivably possible to frame any section 6(1)@rge in the language of section®3he
language of section 6(1)(a) is also apt to leagbtdusion, since it emphasizes the now-disavowed
approach’ of establishing the lack of authorization to ascéee computer, rather than to obtain
the computer service. It is noteworthy that therenir version of the provision of the Canadian
Criminal Code now emphasizes the absence of riglabtain the computer service, rather than
access to the computer. Thus it is submitted thatpresence of section 6(1)(a) in our statute
books is duplicitous and will interfere with theerpretation of section 3. It should be repealed.

(2) Protected Computer

12 Another idiosyncratic innovation is section 9hieh introduced the concept of a
“protected computer”, via the 1998 Computer Mis@@mendment) Act. This provision seeks to
enhance the penalties of an offender guilty of aauthorized access offence (section 3), an
unauthorized modification offence (section 5), aauwthorized use or interception of a computer
service offence (section 6) and an unauthorizethwtt®n offence (section 7), where the attacked
computer falls into a special class of computeas #ne considered more critical or vulnerable. It
is obviously inspired by the “protected computerbysion in section 1030(e)(2) of the US
Computer Fraud and Abuse Act. However, its impleiation in section 9, which has yet to be
judicially considered, is fraught with difficulties

13 First, section 9 is not automatically triggefedhe accused compromises a “protected
computer”. It has to be shown that the accused krmvwought reasonably to have known that:

the computer or program or data is used directlyoimection with or necessary for —

(a) the security, defence or international relaiohSingapore;

17" Canadian Criminal Code, Chap C-46, Statutes of Carfaala IX (Offences against Rights of Property),
section 342.1(1)(a).

Canadian Criminal Code, section 342.1(2) (definicgniputer service” as including data processingtaad
storage or retrieval of data).

The approach of examining the access to the canpa determine if the access is “without autlynvas
disapproved irBow Street Magistratesuprg note 11, where the House of Lords in effect aved the
English High Court decision that so heldd®P v Bignall[1997] Info TLR 168.

18

19
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(b) the existence or identity of a confidentialusx® of information relating to the enforcementaof
criminal law;

(c) the provision of services directly relateddmmmunications infrastructure, banking and financia
services, public utilities, public transportatianpaiblic key infrastructure; or

(d) the protection of public safety including systs related to essential emergency services such as
police, civil defence and medical servié@s.

14 Because of the knowledge requirement, the Fedttthis is a “protected computer” has to
be brought to the knowledge of the accused. Thetiose9d additionally provides that “if there is,

in respect of the computer, program or data, antreleic or other warning exhibited to the
accused stating that unauthorised access to thgbwter, program or data attracts an enhanced
penalty under this section”, it shall be presunteed the accused had the requisite knowledge.

15 This introduces a question of its practicalitytil A legitimate user who accesses a
computer system does so via a known and predictabite. The electronic warning may be
inserted and exhibited along this route so thatide will see the exhibition in the course of gsin

the system. But a hacker who attacks a systemnwilido so via this predictable route, and will
clearly not see, and has no intention of seeing; such electronic warning or prompt.

Furthermore, it is difficult to see how an electoowarning can be embedded in data without
triggering any recoding or interfering with exigfinode and data.

16 Secondly, a close analysis of section 9 showseaygral inconsistencies in legislative
intention. The operative provision, section 9(1ates that &ccesdo any protected computer” has
to be obtained pursuant to the commission of a®e&, 5, 6 or 7 offence. The application of
section 9 to section 3 (unauthorized access) ssemaightforward, save for the observation that
the section 3 offence is predicated, not on admessomputerbut toprograms or datastored on

a computer. Section 9(2) elaborates that knowle¢dgethe programs or data is used directly in
connection with the critical purposes will rendee tomputer housing the programs or data that is
accessed a protected computer. Perhaps this sdlve this legislative incongruity.

17 However, sections 5, 6(1)(b), 6(1)(c) and 7rarepredicated oaccesgo a computer. It
could be argued that this is due to a problem grll@rafting, and that the element of “access”
need not be strictly satisfied. Yet there are indeenceptual difficulties in the application of a
protected computer to these offences. For instaart@ccused may do an act such as to release a
computer virus which he knows will cause an unatgled modification of the contents of any
computer (section 5). Can he contend that he doeknow, or has no reasonable belief that the
programs or data of a protected computer will beliffexd by his act? Indeed, section 5(3) states
that it is immaterial for the section that the imotjuestion is not directed at any particular paogyr
data or computer. Nonetheless, section 9 seemsquire some specific level of knowledge,
objectively construed, connecting the act in qoestio the protected computer — that “the
computer or program or data is used directly innemtion with or necessary for” the protected
purposes.

18 Likewise, the same could be said of the proedriactivities in sections 6 (unauthorized
interception) and 7 (unauthorized obstruction) &stihg these activities against the “electronic
warning” requirement. How would an accused haveatedge of this electronic warning if he has
released a virulent virus that propagated througbkrge channels before eventually attacking a
government computer (a section 5 offence of unaimbd modification), or when he has
intercepted some electronic communications betvgesernment officers which he happened to
pick up when listening for unencrypted communiaagiérom unprotected access points (a section
6 offence of unauthorized interception), or whenfloeds HDB's email server with so much
emaif! that any official communications between HDB andriical government Ministry is
disrupted (a section 7 offence of unauthorized robgbn)? If the accused knows that the

20 Computer Misuse Act, section 9(2).

2l gee e.g, PP v Kendrick Tamathttp://mishpat.net/cyberlaw/archive/cyberlaw50.dhtm

-5-



computer in question is a protected computer sulesdco the time of the commission of the
offending act in question, but not before, is tgpost fact&knowledge relevant?

19 In contrast, under the US Fraud and Abuse A, reasonably clear that the onus is on
the prosecution to prove that the compromised céenpwas used exclusively by a financial
institution or the US Government, or where the emtdn question affects such a use by a
financial institution or the US Government, or widhéhe computer was used in interstate or
foreign commerce or communicatioffsThis formulation avoids all complications regauiin
knowledge about the protected computer, and seesfsrable to the existing formulation in
section 9 of the Computer Misuse Act.

D. Electronic Fraud and Other Crimes

20 A general observation that can be made abou@dineputer Misuse Act is that it contains

numerous forward looking provisions, particularlyose dealing with unauthorized access,
unauthorized interception and unauthorized obstmaodf the use of computers. However, the
focus of the Computer Misuse Act is about protertime integrity of computing infrastructure. It

contains no provisions that deal with other typésrominal activities that have arisen with the

proliferation and the widespread accessibilityha& Internet.

21 Many of these are dishonest practices and tesiypeculiar to the electronic commerce
environment. Unlike the proscribed activities set im the Computer Misuse Act, many of these
dishonest practices can be carried out by peopleut technical skills or the necessary technical
competence. While many of these practices can beessfully prosecuted under existing laws
such as cheating, theft and criminal breach ot tiader the Penal Code, many other activities do
not fall within the ambit of the Computer MisusetAar do not fall exactly within existing
provisions in the Penal Code. One of the authosswndtten a joint paper that discusses these
issues’® and this paper will only contain a summary of thaper.

22 One of the most significant problems in the tetesc environment, particularly in the
electronic commerce environment, is identity th&ftis occurs when an unauthorized person uses
a victim’'s personal information such as his idecdifion number, credit card number or some
other form of identifying information to executdransaction or make a purchase. After acquiring
the good or benefiting from the service, the pegtet disappears, leaving the innocent victim to
dispute the transaction or purchase which he hassibly concluded.

23 While the perpetrator may be prosecuted for tolnggathis Penal Code offence only
addresses the criminal consequences of the thefieottity, and not the act of “theft” of the
identity itself. It is seriously doubted if “idetti theft” per se is an offence under our existing
criminal laws. The Penal Code provisions on “thefttl “dishonest misappropriation of property”
both require that the subject of the “theft” or Sappropriation” be “movable” property in
“tangible form”. This is affirmed by the clear coram law decisions that have held that
information per seis not “property” and cannot be stoféNor does section 8 of the Computer
Misuse Act offer much help: it is limited to thesdiosure of passwords, access codes or other
means of gaining access.

24 This is not an appealing result, especially esitentity information may be dealt with
without using such stolen identity information twnumit theft or cheating offences. Underground
hacker communities exist to exchange compromisehtity information, to trade in such
information for other benefits. Such activities emly compromise the security and confidence in
e-commerce systems, particularly payment systeniscadOrse, credit card companies have

22 USs Computer Fraud and Abuse Act, section 1030(e)(2

2 Daniel Seng and Sriram Chakravarteicommerce Fraud in Singapore — A Legal Reyig\pril 2004 and
August 2004), CAD Chronicle.

2 Oxford v Mosg1979) 68 Cr App R 18R v Stewar(1988) 50 DLR (4d) 1.
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responded by issuing special authentication toolwalidate credit card numbers and the e-
commerce transactions conducted with them. Sutaly imperative that the legal infrastructure
supports this initiative by criminalizing the adtigs of identity theft and trade in identities.

25 In this regard, there is much utility in haviegi generislegislation to deal with the
problem. Section 1028(a)(1) of the US Identity Ttaafd Assumption Deterrence Act makes it an
offence to “knowingly and without lawful authorifgroduce] an identification document or false
identification document”. Sections 1028(a)(2), 1@363), 1028(a)(4), 1028(a)(6) and 1028(a)(7)
make it an offence to, among others, possess fidatitn documents with a view to their transfer,
use or for defrauding others, or to knowingly tfanr use such documents without any lawful
authority to commit a criminal offence. Thus US lamninalises all activities relating to identity
theft such as the appropriation, possession, gaasid use of misappropriated personal identities.
It may be apposite for our authorities to consittes approach with a view to updating our
criminal laws to plug this obvious lacuna.

1. Electronic Commerce & E-Gover nment

26 When the Electronic Transactions Act (“ET&\vas enacted by Parliament in June 1998,
it was done against the backdrop of a legal enweant uncertain about the application of existing
laws to the electronic environment. The paradignhefETA was to confirm the applicability of
existing contract laws to transactions concludedctebnically. Thus rules confirming the
enforceability of information in the form of eleshic record<? electronic writing?’ electronic
signatures?® electronic evidencé® electronic offers and electronic acceptaricess well as
electronic invitations to tredtreceived first treatment in the ETA. The fact thase issues are
now uncontroversial is evidenced by the recent c#s8M Integrated Transware Pte Ltd v
Schenker Singapore Pte Eidwhere email communications between the landladimospective
tenant were held sufficient to constitute the reij@iwritings to evidence a lease, outside of the
ETA. As Prakash J said:

The ETA does not change the common law positioreliation to s 6 of the [Civil Law Act]. Whether &n
mail can satisfy the requirements for writing arignature found in that provision will be decided by
construing s 6(d) of the [Civil Law Act] itself amibt by blindly relying on s 4(1)(d) of the ETA.

A. Exemption of Network Service Providers

27 The next most substantive part of the ETA relédethe section 10 exemption from legal
liability of network service providers for merelyqviding access to third-party materfalThis
broad exemption with limited exceptions was basedte German Multimedia Act The
language of section 10 has been criticized as &gue and imprecise, since the terms “network
service provider” and “merely providing access” am defined in the section. In response to
these criticisms, in the AGC-IDA Consultation PaperElectronic Contracting Issues — Stage ll:
Remaining Issue® AGC and IDA have proposed further broadening #wisn 10 exemption by

% Cap 88, 1999 Rev Ed.

2% ETA, section 6.

2T ETA, section 7.

28 ETA, section 8.

2 ETA, section 9.

30 ETA, section 11.

81 ETA, section 12.

82 [2005] SGHC 58, [2005] 2 SLR 651.
% |dat 76.

34 ETA, section 10.

35 German Federal Law to Regulate Conditions for mition and Communication Services, Art 1s5.

Consultation Paper — Joint IDA-AGC Review of [thégdronic Transactions Act— Stage 1ll: Remaining
Issues (22 June 2005)

36



extending it to apply to content providers. A deeireview and analysis of section 10 was
provided by one of the authors of this paper inlansission to AGC and IDA’ This analysis is
summarised here as follows. The concern is thaexiwting section 10 and the proposed section
10, are formulated on the basis of a broad “hotadrfnon cause of action specific) exemption
for network service providers purportedly coverthg whole range of possible liabilities. Such a
broad horizontal exemption does not take into agtthe diverse policy considerations and moral
responsibilities that underlie the different liatils that a network service provider ought to be
accordingly subject to. As it currently stands, #xeeptions to the existing and proposed section
10 exemption (whereby the network service providees exposed to liability in respect of any
obligation founded in contract, imposed under @rigng or regulatory regime or under any
written law or by a court to remove, block or derwgess to any material and any liability arising
from any copyright or related-rights infringeméfgre crafted in a piecemeal fashion and the
rationale for the existence of each exception (Bweddenial of other liabilities such as that for
defamation) are not readily explicable.

B. Electronic Signatures and Electronic Communicatis

28 The bulk of the ETA is taken up by provisionsldes with the legal efficacy of
electronic signatures and electronic communicationparticular, the legal efficacy of a special
class of electronic signatures — digital signatureand the public key infrastructure required to
support digital signaturéSMost of these provisions were derived from thindiis Electronic
Commerce Security Act and the Utah Digital Signatact, and in the AGC-IDA Consultation
Paper on Electronic Contracting Issues — Stage Rdmaining Issues, AGC and IDA have
proposed transferring most of these provisions wbsisliary legislation to “accord new
authentication technologies the same benefits asethcurrently enjoyed by [Public Key
Infrastructure] quickly and conveniently by enagtinew regulationd®. Many of the technical
provisions in the ETA form the pre-requisite toefiable Public Key Infrastructure since they set
out the minimum legal duties that have to be olesthoth by the certification authority as well as
by the subscriber of a certificate issued by thifiation authority. While the proposal to move
these technology-specific provisions to subsidlagyslation is of itself not a concern, the authors
here also note that the limited size of Singapoag discourage competition so that only one or a
few providers of digital signature or other formk amuthentication services may dominate the
market. In such a scenario, there is a role faallégervention to prescribe minimum standards of
compliance to promote reliability and confidencedigital signatures or other authentication
systems to prevent the service providers from tlebras setting the benchmarks, and to do so
with sufficient scalability to accommodate changiaghnology. 29The difficulty with reforming
this area of the law relating to electronic cortiragis that electronic contracting law rests oa th
very well established jurisprudence of contract.|Aw the case dBM Integrated Transwatkhas
illustrated, contract law is as malleable and aptable as the circumstances to which it is applied
Very good policy reasons must be offered if théespnudence as applied to electronic contracts
were to develop differently from real-world contisarticularly through legislative intervention.
This is especially so since one of the cardinalgyples embodied in electronic contracting laws
such as the ETA is the principle of equivalencee phinciple of equivalence recognizes that with
the prevalence of electronic contracts, the divecgeof jurisprudence will lead to an undesirable
schism not just in the law but also in the accegasf electronic transactions.

<http://statutes.agc.gov.sg/agc/Publications/ConBaiiETA _Stagelll_Remaining_lssues 2005>pdf
(accessed 28 December 2005).

Daniel Seng and Yeo Tiong MiBubmissions: Joint IDA-AGC Review of [the] Electrohfansactions Act —
Stage Ill: Remaining Issué$7 August 2005), at 11-24.

% ETA, section 10(2).

% ETA, Parts V-X.

40 supran 36, at para 2.6.4.
Supran 32.
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30 However, where the law as it currently standseides the growth and development of
electronic commerce, there is much to commend fion@date of the law. From this perspective,
the market acceptance of digital signatures andeddther authentication technologies will be
facilitated if vendors and consumers can be asdiadhe implementations of digital signatures
and such authentication technologies in the malketphave complied with the prescribed legal
safeguards.

C. Consumer Rights

31 With the basic laws of electronic commerce &cpland the increasing maturity of the e-
commerce market, it is submitted that it is time €@ to focus our attention on making the
domestic e-commerce market a reliable and trushwashe. The growing need for us to protect
the interests of consumers is evidenced by thentemactment of the Consumer (Fair Trading)
Act. This piece of legislation supplements the gngwpool of other consumer-protection

legislation such as the Consumer Protection (TExekeription and Safety Requirements) Act, the
Multi-Level Marketing and Pyramid Selling (Prohibit) Act, the Sale of Goods Act and the

Unfair Contract Terms Act by offering consumers tpetion from and basic redress against
vendors.

32 There is also a need to enact similar legisiafiiw the electronic environment. With the
growth of the electronic commerce and the ease wiltich vendors can have an electronic
presence, an increasing number of consumers wilex@osed to vendors who make false
advertisements or representations about their ffgho offer their goods or services only on
unreasonable terms and conditions, who have unfabtei terms for payment or who take
advantage of the virtual nature of Internet tratisas to discourage or even deprive consumers of
their rights to return defective goods, ask fourefs or exercise their basic consumer rights which
they are otherwise entitled to in the non-virtuavieonment. The trend towards consumer
protection is evidenced in e-commerce legislatiorthie US, but particularly so in Europe, with
the passage of the EU Directive on Electronic Coromén 2000” as well as the EU Distance
Selling Directive in 199%. In addition, there are special directives to deith specialized
transactions in medicinal products and financiabdpcts. Contrary to the views recently
expressed in the local judgment®hwee Kin Keong v Digilandmall.com Pte ffdhe fact that
consumers are exposed to and have access to nionm@ation about the products and services
that they intend to purchase means that they sHmutuffered more, and not less, legal protection,
in order to preserve their confidence in electrardasactions’

33 It is submitted that as regards legal reformedhareas call for particular attention to
protect consumers in the e-commerce environmerd. fifst is that there must be means put in
place to identify the vendor in the virtual envineent. E-commerce vendors should be required to
make the following information easily, directly apdrmanently accessible, not just to consumers
to facilitate the consummation of consumer trarsast but also to enable the competent
authorities to exercise supervisory oversight dervendors. Such information would comprise:

(a) The name of the e-commerce vendor;

(b) The geographic address at which the vendastablished;

42 Directive 2000/31/EC of the European Parliament aithe Council of 8 June 2000 on certain legakatp
of information society services, in particular ¢teaic commerce, in the Internal Market, OJ L 178/1
17.7.2000, 1.

Directive 97/7/EC of the European Parliament ahdhe Council of 20 May 1997 on the protection of
consumers in respect of distance contracts, OJ1.4.6.1999, 19.

4 Chwee Kin Keong & 5 ors v Digilandmall.com Pte [2604] 2 SLR 594, [2004] SGHC 71.

4 Directive 2002/65/EC of the European Parliamemnt afhthe Council of 23 September 2002 concerning the
distance marketing of consumer financial servicesamending Council Directive 90/619/EEC and Dinexti
97/7/EC and 98/27/EC, OJ L 271/16, 9.10.2002, Re@)al

43
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(c) The details of the vendor, including its engaitress;

(d) The trade register in which the vendor is reged and the registration number,
if applicable;

(e) The particulars of the relevant supervisorhatrities where the vendor’s activity
is subject to an authorization scheme;

()] Any other requirements as prescribed by theulsgry authority of which the
vendor is a member, and

(9) The GST identification number where the vensiservices are subject to GST.

34 The second area of reform would require the oetal observe certain standards when
providing e-commerce services. In particular, tlemdor is required to provide certain basic
information relating to the transaction in questidimese are the “electronic formalities” that
precede the consummation of the transaction. Tké&seronic formalities have been imposed
under the US Uniform Electronic Transactions AcB4$'UETA”), the US Electronic Signatures

in Global and National Commerce Act 2000 (‘US EfBjgas well as the EU Directive on

Electronic Commerce, and they require the vendpmptior to the order being placed by the
purchaser, to clearly, comprehensively and unanakigly provide the following information:

(@) The different technical steps to follow to clude the contract;

(b) Whether or not the details of the concludedtraat will be kept by the vendor
and whether it will be subsequently accessible;

(c) The technical means for identifying and coliregtinput errors prior to placing
the order; and
(d) The languages offered for the conclusion ofcthetract'’
35 They are required to clearly and unambiguowsniify promotional offers as such and

the conditions to be met to qualify for théfiiThey are also required to observe the following
steps to conclude the contract:

(@) The vendor has to acknowledge the receipt ef ghrchaser's order without
undue delay and by electronic means;

(b) The order and acknowledgment of receipt arengeleto be received when the
vendor (or the party to whom they are addresseablisto access thefh.

36 Thirdly, the vendor must provide the purchasi appropriate, effective and accessible
technical means to allow him to identify and cotrégut errors. While the EU legislation
requires this remedy to be available to the pumhasior to the placing of the ord®the US
legislation goes one step further and requiresvéraor to provide a mechanism to enable the
purchaser to avoid a transaction that is made rasidt of an error by the purchaser, where the
purchaser is dealing with the vendor operatinglactmnic processing systethA similar rule is

4 EU Directive on Electronic Commerce 2000, Arti(@).
47 1d, Article 10.
48 1d, Article 6(c).

4 |d, Article 11; US E-Sign, s 101(c) (as relating te tietention of electronic records), US Uniform Hlenic
Transactions Act 1999, s 8 (provision of informatia writing, presentation of records).

50 EU Directive on Electronic Commerce 2000, Articlé¥1)(c), 11(1)(2).
51 US UETA, s 10.
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currently being considered by UNCITRAL in the prepd UNCITRAL Electronic Contracting
Conventior? As currently phrased, the transaction can onlyeversed if the purchaser has not
used or received any material benefit or value fttbi supplied goods or servicdslthough
there is no reason why the parties may not agreeh\rance to a depreciation or “restocking fee”
as reasonable compensation to the vendor for trahaser’s reversal of the transaction.

37 It is seriously doubted if similar remedies ddoavail a vendor who has mispriced or
mislabelled goods for sale on his e-commerce wehfrafter all, the vendor should not be
provided with a legal incentive to resile from hipresentations regarding the goods being made
available for sale. Notwithstanding the ease of afsprice-comparison tools on the Internet to
check and compare prices of identical or similawdg) the vendor is in a better position than the
purchaser to ascertain the correct price for thered goods. In any event, a mistaken vendor
always has available to him a remedy in the lawositractual mistake to reverse the transaction.
And if the purchaser has entered into such a tctiosebona fidebelieving it to be binding and
enforceable, the only way for the vendor to reBiben the transaction is for the court to balance
the equities of the transactioh.

38 Much of the discussion outlined above is applieanot just to consumers, but also to
businesses as purchasers. There is no reasoni¢geb#iat the three areas of concern outlined
above are of no relevance in business-to-busin®2B’) transactions. But, of course, the
bargaining positions of parties to a B2B transactice more equal. The EU Directives solve this
problem by respecting the greater party autononB2B transactions and permitting B2B parties
to expressly agree to waive the application ofd@hedectronic formalities and electronic mistake e-
commerce rules to them.

V. Privacy and Data Protection

39 The advent of the Internet has brought abouthnmacivenience to end users by making
goods and services readily accessible online. Hewdiiis convenience cuts both ways. It has
also become likewise easy and convenient for besegeand vendors to collect information about
end users. The rise of the Internet has coincidéd the rise in the use of electronic data
collection and surveillance tools and have escdlatcerns in end users about whether or not
they are watched on the Internet, and if so, whiirination is being collected about them, and
how disparate pieces of information are being meatdb create a profile of the potential customer.
A line has to be drawn between the use of techyologcollect information about the different
aspects of our lives, with a view to promoting Ibesis interests and targeting goods and services
at interested customers, and the rights of indalsltio regulate the use of technology to record
our private activities and use and disseminate pleasonal information — our data protection
rights.

A. Model Data Protection Code for the Private Sacto

40 Singapore e-commerce consumers are beginnibgdome more concerned about their
privacy on the Internet. Sector-specific regulasi@uch as the Banking Act regime regarding
banking secrecy and Telecommunications Competition Code regardiimgl User Service
Informatior?’” have been legislated to address concerns in thkifgaand telecommunications
markets. Singapore lacks a general non-sector fgpdepal regime for dealing with data
protection. Instead, the decision was taken to adomluntary data protection code for industry

52 UNCITRAL draft Convention on Electronic Contractifi® July 2005 edition), Article 14.

53 US UETA, s 10; UNCITRAL draft Convention on Electioontracting (12 July 2005 edition), Article 14.
% Chwee Kin Keong & 5 Ors v Digilandmall.com Pte [2605] 1 SLR 502, [2004] SGCA 2.

®d.

5 Banking Act (Cap 19, 1999 Rev Ed), s 47 and SixtieSuale.

57 Code of Practice for Competition in the ProvisiéTelecommunication Services 2005, §3.2.6.
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self-regulation. In December 2002, the National strCouncil (“NTC”), an industry-led
organization supported by IDA, released the Revidedel Data Protection Code for the Private
Sector (“the Code”), and this was followed by tli®gtion of a similar Data Protection Code for
the Public Sector by the government in 2004. It Imean almost three years since its inception,
and an email inquiry by the authors with the NTCd amith CommerceNet, one of the
organizations charged with enforcing the Code (athérised Code Owner (“ACO™), shows
that about 200 to 280 commercial companies hawe sidopted the Cod.

41 However, the authors are disappointed to firad tieither NTC nor CommerceNet was
able to provide any statistics regarding any coinfdadbrought by consumers against businesses to
challenge compliance with the Code. Empirical infation regarding the types of complaints and
the manner in which they are resolved or otherwigh the businesses concerned would have
provided affirmation that the ACOs are exercisihgit supervisory oversight over businesses and
confirmed that they are serious about enforcing @Qoele against recalcitrant businesses. They
would also have enabled policy makers to assessftisacy of the Code. As it stands, however,
this assessment of the Code’s efficacy can onlgdres at a jurisprudential level by comparing it
with the EU’s Data Protection DirectiV&The rationale for making this assessment is that t
data protection codes or regulations in many cosare inspired by Article 25(1) of the EU
Data Protection Directive, which places restricsiaon the transfers of personal information to
non-EU countries where these countries do not hedequate data protection laws. Where
Singapore aspires to be a technology, financialdatd processing hub, it would establish policies
that would facilitate the exchange of personal imiation into and out of Singapore, including
personal information from EU countries. There irétiore good reason to assess the Code against
the EU Data Protection Directive. As the followiagsessment will show, the results are not very
encouraging. And in this Paper, the Code has neh déeen tested against the more rigorous
guidelines set out by the EU Data Protection Waylarty®*

B. Assessing the Data Protection Code

42 The authors propose to conduct an assessmehn¢ @dode from two perspectives. The
first examines the scope of the data protectiontsigfforded to individuals — the “data subjets”

— against businesses as the entities which deterthm purposes and means of processing the
personal data — the “data controlléfs2 as well as the entities actually processingptiesonal
data — the “processor&” The second determines the scope of redress afatfaesubjects against
the data controllers and processors for breachttesé rights.

1) Scope of Data Protection

43 Under the Directive, there are certain minimwpegtations of the data subject as against
the data controller and processor. Firstly, persdata must be processed fairly and lawfully,
collected for specified, explicit and legitimaterposes and not be further processed in a way
incompatible with those purposes, be adequateyaeteand not excessive in relation to the
purposes for which they are collected and processedccurate and kept up to date, and kept in a
form which permits identification of the data sudigefor no longer than is necessary for the

% The other ACO is the Consumers’ Association of &imge (CASE) via the CaseTrust scheme.
% Email from NTC and CommerceNet dated 25 and 27 @ctB005 respectively.

0 Directive 95/46/EC of the European Parliament ahthe Council of 24 October 1995 on the protectin
individuals with regard to the processing of peedatata and on the free movement of such data5]109 L
281/31 EU Data Protection Directivie

SeeVili Lehdonvirta, The European Union Data ProtectDirective and the Adequacy of Data Protection in
Singapore, [2004] SJLS 29.

52 EU Data Protection DirectiveArticle 2(a).
5 Id, Article 2(d).
5 1d, Article 2(e).

61
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specified purpose®8.Such personal data may only be processed if tte sifbject has given his
unambiguous consent, or if the processing is nacg$sr the performance of a contract with the
data subject, or if the data controller has to @ssche data to comply with a legal obligationif or
processing is necessary for a public interest task the exercise of official authority, or for
legitimate interests pursued by the controlleryparties to whom the data is disclo$&d.

44 Next, the data subject has to be provided bydtta controller with basic information
such as information about the controller’s idendity the purpose of the processing for which the
data is intendeff. He also has a right to be further informed abbatrecipients or categories of
recipients of the data, his obligations (if any¥éply to the questions posed by the controller for
collecting information about him, and his rightsaagt the controllet® Even where personal data
is not obtained directly from the data subjectfbotn another source, the data controller must also
inform the subject of the above basic informafibfihe individual has to be guaranteed rights of
access against the data controller as to any parglata collected, with the controller providing
basic information such as whether data relatingito is processed, the purposes of processing,
categories of data, recipients or categories opieat, the data being processed, information
relating to the source of information and knowledifethe logic involved in any automated
processing of the processed datihout constrainf® In addition, the individual has to be granted
the right to rectify non-compliant dathand the right to have his objections notified farct
parties to whom the controller has sent the datgfocessing or disclosuféThese rights are
subject only to a narrow list of public policy extens, namely for national security, defence,
public security, criminal prevention, investigatiodetection and prosecution, regulation of
professions, state-related economic or financiédrésts, the discharge of official regulatory
functions associated with security, crime and faefi The only non public policy exception
where the rights above can be derogated from rédatiee protection of the data subject himself,
or whe;% the exercise of the rights will derogatent the rights and freedoms of other data
subjects.

45 In comparison, the broad principles in the Cddend in Principles 2 (Specifying
Purpose), 3 (Consent), 4 (Limiting Collection), l5nfiting Use, Disclosure and Retention), 6
(Accuracy) and 9 (Individual Access and Correctitrapslate well into the rules in the EC Data
Protection Directive outlined above. A closer exaation of the provisions in the Code will show
up some derogations from the EU provisions. Fotamse, the EU Data Protection Directive
requires that personal data be collected, procemsgdised “for specified, explicit and legitimate
purposes and not further processed in a way inctbipavith those purpose$®.Clause 4.2 of
the Code acknowledges the same principle of “spagfpurpose”, and goes on to state, sagely
that:

The difficulty of developing new uses of data beyahose identified in the very beginning can bercome
by an organization having a clear vision and fghtgd business plans.

% 1d, Article 6.
66 |d, Article 7.
5 1d, Article 10.
%8 d.

% 1d, Article 11. This is subject only to the exceptishere the information is processed for statisjcaposes,
or for historical or scientific research, whereugbiecomes impossible or disproportionately difficfor
such information to be supplied to the data subjdcirticle 11(2).

" Data Protection DirectiveArticle 12(1).
T d, Article 12(2).

2 1d, Article 12(3).

™ |d, Article 13(1).

" 1d, Article 13(1)(q).

S 1d, Article 6(1)(b).
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46 Yet clauses 4.2.4, 4.3, 4.4 and 4.5 of the @uden to prescribe ways in which personal

data that is collected may be used for a purposg@meiously specified (“the new purpose shall

be specified to the relevant party prior to U8e’or collected, used or disclosed beyond specified
purposes where one of the following conditionsaitiséied:

(@) Collection/use is consented to by the individifal;

(b) Collection/use/disclosure is clearly in the intése®f the individual, it is
impractical to obtain the consent of the individaad if it were practical to
obtain such consent, the individual would likelyait;"®

(c) [Collection/use with the knowledge or consent of tindividual would
compromise the availability or accuracy of the Hatahere such
collection/use/disclosure [pertains to/is reasomdbl purposes related to] an
investigation of an actual or suspected breachhadigreement or contravention
of the law that has been, is being, or is abobeteommitted?

(d) Data is being collected/used/disclosed in an emmesgéhat threatens the life,
health or security of a perséh;

(e) Collection/use is data which is generally availabléhe public [in that formf*

()] Disclosure is made to a solicitor representingattuginization [data controlleff:

(9) Disclosure is necessary for the purposes of estdbd, exercising or defending

legal rights®®

(h) Disclosure is to a government agency that has naatevful request for the
data®
0] Disclosure is made to an institution whose purpsske conservation of records

of historic or archival importance and disclosuréoir such purpos&;and

() Disclosure is made, on the initiative of the orgation [data controller], to an
investigative body appointed by the organizatianioca government agency, for
investigative purposes.

47 “Consent” is generally a panacea for data cidlecand processing that exceeds the
original purpose for which data was collected aratgssed. “Consent” that is required in the EC
Directive has to be “unambiguodéand “explicit®®. However, the collection and processing of
data may exceed the purposes expressly consentadtte data subject. Where the exceptions

®  Model Data Protection Code, clauses 4.2.4, 4.3.1.
" 1d, clauses 4.2.4, 4.4(e), 4.5(e).

8 |d, clauses 4.3(a), 4.4(a), 4.3(e), 4.3(i), 4.5(H(ML.
® |d, clauses 4.3(b), 4.3(f), 4.4(b), 4.3(p), 4.5(b%(#).
8 1d, clauses 4.3(c), 4.3(g), 4.4(d), 4.3(m), 4.5(H(9.
81 |d, clauses 4.3(d), 4.3(h), 4.4(d), 4.3(0), 4.5(cB(rh).
8 1d, clause 4.3(j), clause 4.5(g).

8 1d clause 4.3(k), clause 4.5(h).

84 Id clause 4.3(l), clause 4.5(i).

8 1d clause 4.3(n), 4.5(I).

8 |d, clause 4.5()).

87 Data Protection DirectiveArticles 7(a), 26(1).

8 1d, Article 8(2)(a).
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pertain to protecting or serving the interestshef data subject, such as (b) and (d) (described in
the EC Directive as “necessary in order to profieetvital interests of the data subj&dt’there is
little objection in conjunction with such purposéskewise, where the exceptions pertain to the
data controller's legal obligatioffsor where this is required in the public intereserercise of
official duty vested in the controller or in a thiparty to whom the data is disclosédpch as (h)
and (i) (assuming that the institution is a govesnmminstitution such as the National Archives),
there is again little objection. It would seem tleateptions (c) and (j) were drafted with this
public interest exception in mind, except that they ambiguous and unnecessarily wider than the
public interest objective. For instance, it is & fniesumptuous to assume that a data subject’s
rights can be disregarded when the data contrsiispects that a breach of law is about to be
committed. Which law empowers a data controllecdaduct criminal investigations against its
data subject? And will the data subject have aglytsi of redress against a data controller should
such investigations turn out to be unnecessarynwatranted? Similarly, why should a data
controller resile from its data protection obligats simply because it appoints an internal body as
an “investigative body” to conduct investigatiomsexception (j)? If these are legitimate police
investigations or investigations by a governmen¢énag, they can clearly be brought under
exception (h).

48 The presence of the other exceptions is hamiflgcive to the confidence of the data
subject, despite knowing that the Code states“kmamwledge and consent of the individual are
required for the collection, use or disclosureh& personal data to a third party”. It is not etasy
justify the other non-consented purposes, partiutance they seem to have little bearing on the
interest of the data subject. For instance, exori{b) claims that collection, use or disclosune fo
a non-consented purpose may be pursued, wheréciearly in the interests of the individual”.
And it is somewhat presumptuous to believe thatoitild be impractical to obtain the consent of
the individual and that if it were practical, thelividual would likely give it. If the rubric of th
exception is “implied consent”, it could be rewaddes one which sanctions the processing of the
collected data that is necessary for the performan@ contract to which the data subject is party
or in order to take steps at the request of tha siabject entering into a contrd&Similarly, an
exception entitling the data controller’s disclastior the purposes of establishing, exercising or
defending legal rights” does not indicate whosatsghe disclosure is for — the data subject’s, the
data controller’s, or a third party’s. There ismexus between the Code-approved disclosure and
the data subject in exceptions (e), (f) and (gwduld seem that these exceptions are inserted
purely for the benefit of the data controller wilisregard for the interests of the data subject.

49 On balance, while the Code seeks to capturespiré of protecting the data subject’s
rights in his personal data, the exceptions thatacognized severely derogate from this spirit. It
could hardly be said that a data subject in Singapas a high quality data protection right under
the Code, when comparing his rights with his coyoags in Europe and many other countries
with data protection laws that are based on théB&@ Protection Directive.

(2) Enforcing the Rights of the Individual

50 One of the common criticisms levelled against@ode is that it is a voluntary industry
regulatory code, as opposed to legislation to eefdhe individual’s data protection rights.
However, this criticism is too broad, as the US &é&pent of Commerce’s Safe Harbour Privacy
Principles is also a voluntary industry regulatoode which has been approved by the European
Commission as being adequate under Article 25(6hefEC Data Protection DirectiV@The
relevant test is the efficacy of the rights of e of the data subject against the data controller

8 |d, Article 7(d).
% 1d, Article 7(c).
9 |d, Article 7(e).
92 1d, Article 7(b).

% us Department of Commercéntroduction to theSafe Harbour at http://www.export.gov/safeharbor
(accessed 23 December 2005).
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and the process6f This right of redress has to come with “teeth”. B@ta Protection Directive
states that if a data controller fails to resphetrights of data subjects, national legislatiorsmu
provide for a judicial remedy whereby the contnolleust compensate a person who has suffered
as a result of any unlawful processing in damdgesaddition, the Directive recognizes that the
establishment of supervisory authorities, exergighmeir functions with complete independence,
must have the necessary means to perform theimdspe/ duties over the data controllers,
including powers of investigation and interventigrarticularly in the case of complaints from
data subjects, and powers to engage in legal pul

51 Herein lies the biggest shortcoming of the Modata Protection Code. The Code is
business-centric: it directs a series of obligatiahbusinesses and organizations in their capsciti
as data controllerd.It does not engage third parties as independedieboThus while it is
appropriate for businesses to put in place a redmechanism, the ACO has to put in place an
internal dispute resolution mechanism for handlidgputes between TrustSg accredited
companies and their customers. The correspondemrteGommerceNet as an ACO states:

Basically for CommerceNet Singapore, all accreditemnpanies are briefed on our Dispute Resolution
Mechanism. CommerceNet Singapore as an ACO haslace pa 3-Step Internal Dispute Resolution
Mechanism for handling disputes that arise betwbBeistSg accredited companies and their custonieey, t
[sic] are:

(i) Direct Negotiation

(i) Recommendation for Settlement

(i) Mediation

In the event that the ACO fails to resolve the diep satisfactorily, we would direct and advise plagties
concerned to access an independent AlternativeuBisResolution (ADR) scheme such as the Singapore
Mediation Centre or the Small Claims Tribunal. SoWe have not received any complaints on datagtion

disputes from consumers or corporate companiestahouaccredited companies. CommerceNet Singapore
would terminate the membership of an accreditedpamy if they breach the code of practice.

52 This, it is submitted, falls far short of theqjugements of the EC Directive. Firstly, the
nature of the current judicial remedy availabletoaggrieved data subject is probably contractual,
and only as against the business as the data Bentfor failing to observe its obligations under
the Code®® Next, there is hardly any available publicly amble documentation [to verify]
regarding the role and responsibility of the ACO aaminst the data controller as a TrustSg
accredited company, particularly as regards itestigation and intervention responsibilities, such
as to order the data controller to block, erasgestroy the relevant data, or impose a temporary or
definitive ban on processing, or warning or admioinig the data controlle Even if such
documentation exists and is publicly available,dhta subject can only pursue his redress against
the ACO in the tort of misrepresentation. Ther@masmention of any compensation to the data
subject for the harm he has suffered, let aloneadieynpt at quantification. Likewise, a claim that
“in the event that the ACO fails to resolve thepdig satisfactorily, we would direct and advise
the parties concerned to access an independennatitee Dispute Resolution scheme” is an
attempt at disengaging itself from the data sulgestercise of his rights, administratively and

% Data Protection DirectiveArticle 2(e).

% |d, Recital (54), Articles 22-24.
% 1d, Recital (62), Article 28.
97 Model Data Protection Code, para 3.3.

Under Singapore law as it stands, there is noessprecognition of a privacy right. It has beentended that
the common law provides sufficient privacy or dptatection rights such as the obligation of confick in
Douglas and Others v Hello! Ltd and Others (No[3)03] All ER 996 but that case is explicable oe th
peculiar circumstances in which the Douglases sbtgltommercialise their wedding event. The case of
Malcomson Nicholas Hugh Bertram & Anor v Naresh KuiMahta[2001] 4 SLR 454 is likewise limited in
its application, as not all data collection, usd processing activities will amount to the torthafrassment.

% Data Protection DirectiveArticle 28(3). A reference to the right of the AG®terminate the membership of
an accredited data controller is hardly assurinthéoaggrieved data subject. Likewise, the datdrober is
entitled to a fair measure of the transparencyhi manner in which the ACO reaches its decision to
terminate the TrustSg accreditation of the datgestib

98
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substantively. Presumably, at this stage, the slatgect would have rejected the data controller's
attempts at settlement and mediation attemptsjsamsisting on his strict legal rights. The least
the ACO could do is to make a ruling, after heatimg data subject’s claims and conducting an
investigation, as to whether or not there is evigeto substantiate the data subject’s claim or to
accept the data controller's excuse, if any, feaioh of the Cod&?

53 As the supervisory authority, the ACO should alenduct its activities in a transparent
and accountable manner, and make publicly availidbleeports at regular intervaf&. This will
raise the profile of the ACO as well as its stagdiith businesses seeking accreditation as well as
with discerning data subjects, and add to the vafube TrustSg mark.

C. Government Data Protection Laws

54 There are many statutes that govern variousigpebttor uses of personal data. These
include the Official Secrets A%, the Statistics A¢*and the Central Provident Fund Aét
These statutes typically regulate and criminaliee unauthorized release of personal information
which government agencies collect about citizerd @asidents. But they do not prescribe the
rights of individuals to regulate the collectiorseuand dissemination of personal information by
government agencies. In fact, some [agencies] leezcised the prescriptive power in the
Statistics Act taequire individuals to supply personal information, untle® reason of statistics
collection, with the threat of criminal sanctiorr Bmy refusal to do so. This has given rise to some
grouses being directed at the agencies concereicyarly where the agency seeks to collect
personal information from an EU foreigner residimgingapore.

55 It could have been assumed that the Singapover@ment Public Sector Data Protection
Policy would clarify the rights of citizens and igents as regards the collection, use and
dissemination of personal information. It is widddglieved that the Government Public Sector
Data Protection Policy is modelled on the Privaget& Data Protection Code. However, the
Government appears to have chosen to treat itsRubfic Sector Policy as secret since it is not in
the public domain, other than as translated in $efound at the websites of individual
government departments and bodies. Notably, tlsen® imeans for a citizen or resident to check
these published website terms for consistency antpliance with the Public Sector Policy. This
move appears paradoxical, particularly since onethef cardinal principles behind a Data
Protection Code is transparency and openness IBtivernment does not make readily available
information about its own Data Protection policeasd procedures for handling personal data,
there would be no “rights” as such that a citizemesident can avail himself of in relation to the
protection of his data in his dealings with the &wment.

56 Of course, the above review about Singapore'® gaotection laws may seem
particularly biased, since the assessment is maitleowe of the most comprehensive and well-
thought out data protection schemes in the worttie-EC Data Protection Directive. But it is
submitted that this review is necessary, partitpilsince many countries are upgrading their data
protection laws to bring them in line with the EGtB Protection Directive. And a strengthened
data protection regime will bring benefits, notyofdr individuals and consumers in the electronic
environment, but also bring economic benefits farg8pore vendors that are engaged in the
global data processing network. For this reasonealave should bring our data protection laws in
line with the EC Data Protection Directive as sasrpossible.

100 1d, Article 28(4).

101 1d, Article 28(5).

102 cap 213, 1985 Rev Ed.
103 cap 317, 1999 Rev Ed.
104" Cap 36, 2001 Rev Ed.
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V. Electronic Money

57 To the extent that Singapore aspires to be afbukelectronic commerce, the laws
surrounding the establishment and operation of paynsystems that facilitate the use of
electronic money (“e-money”) take on heightenednifigance. Even as the success of the
Singapore Government's campaign for a “cashleses6t’” is borne out by the widespread use
of Automated Teller Machines (“ATMs”), Electroniaids Transfer at Point of Sale (“EFTPOS”)
and Interbank GIRO for making payments in Singaptiie regulation of e-money remains a
thorn in the side of IT law development.

58 E-money is premised on its multi-purpose facilihich is good for use with a number of
vendors. Its increasing acceptance and populari§imgapore are illustrated by the growing use
of the NETS CashCard in payments for ElectronicdRBecing (ERP) dues and car park charges
and the ez-link card for fare on Singapore’s putshmisport system (and more and more in other
retail sectors such as payment at food and beveratets, convenience stores and self-service
kiosks)*?® According to the 2004/2005 Annual Report of therldary Authority of Singapore
(“MAS’l’%,7 the value of payments by multi-purpose ret value facilities rose by 7% to S$1.3
billion.

59 Despite such increased numbers, the effectividinament of e-money systems in
Singapore to the NETS CashCard and the ez-link toadate is attributable to the prevailing (but
expected to be soon outdated) section 77A of thekiBg Act™*® which prohibits the issuance of
any stored value card other than by a bank withathigroval of MAS or otherwise for payment
only of goods and/or services provided by the issTiee wide definition of “stored value cat@®
has arguably had a chilling effect on more thamapte of proposed online payment systems on
which one of the authors has advised and which tereby prevented from being launched.

60 While these remain unavailable for discussioa tdureasons of professional confidence,
the much publicized case involving the high-profieligoz Exchange Pte Ltd in early 2005 is
sufficient illustration of section 77A thwartingriavation. In that case, the company’s issuance of
dining vouchers called “i-chgs” that could be usédbout 260 restaurants, led the Commercial
Affairs Department to commence investigations agfaihe company and make a finding that it
had thereby breached section 77A, and MAS to impaséne on the company for the
contravention.

61 The well-meaning intent of section 77A to protesers of multi-purpose stored value
cards (“MPSVCs”) is obvious. It limits issuers oP8VCs to licensed banks which are obliged to
maintain such reserve and liquidity requirementsM&sS may determine in relation to the
proceeds arising from every issue of any MPSVC tancbmply with such terms and conditions
under which the MPSVC may be issued, as deterntigedAS **°

62 Online payment systems set up and operated i@k entities, involving the use of a
credit facility for which payment is made in advarand which is available, up to the amount of
that facility, for online shopping activities, aeasily conceivable. However, section 77A limits

105 Charles Lim Aeng ChengThe UNCITRAL Model Law on International Credit Fundeafisfers” (1993)
SJLS 538.

Monetary Authority of Singapore Annual Report 2005 at 45.
107 1d, at 44.

108 Cap 19, 2003 Rev Ed.
109

106

Defined in the Banking Act, section 77A(9) to méancard for which a person pays in advance a siim o
money to the issuer in exchange for an undertakinghe issuer that on the production of the carthto
issuer or a third party (whether or not some o#wtion is also required), the issuer or the thimdyp as the
case may be, will supply goods or services or lgothds and services” and to include “any token, ooup
stamp, form, booklet or other document or thing”.

110 Banking Act, section 77A(2) and (3).

[
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the setting up of such payment systems and faaiJitvhich can serve to facilitate e-commerce. In
April 2003, MAS issued its first public consultatigpaper on the proposed enactment of a
Payment Systems Oversight ACL This was followed by its further consultation pape
December 2004 Following feedback on these consultation papées,draft Payment Systems
(Oversight) BiIll g“BiII”) was consequently introded for first reading in Parliament on 21
November 2005"

63 The Bill seeks to provide a uniform basis for $1# oversee payment systems and stored
value facilitied™in Singapore and adopts a risk-based approachcto aversight, in recognition

of the varying risk profiles of different paymengsgemsinter se and vis-a-vis stored value
facilities. In particular, the focus will be ondpment systems that are considered important in
terms of stability of the financial system and pultonfidence*** and only designated payment
systems which meet these criteria will be regulatsitl other payment systems and likewise,
stored value facilities, will only be subject tetimformation gathering powers of MAE.

64 Under this scheme, an MPSVC is considered aedtealue facility” (“SVF”) which is
defined" as:

“(@) a facility (other than cash), whether in plogs$ or electronic form, which is purchased or ottise
acquired by a person (referred to in this Actresuser) to be used as a means of making payment
for goods or services up to the amount of the dtesdue that is available for use under the terms
and conditions applying to the facility, and payinfem the goods or services is made by the holder
of the stored value in respect of the facility lfieatthan by the user); or

(b) all the facilities referred to in paragraph geovided under the same terms and conditions”.

No distinction is made between a single purpose $APSVF’) and a multi-purpose SVF
(“MPSVF”")8 and indeed these expressions are not featurecheng\in the Bill. Instead, the line
between generally permissible SVFs and restrictéBisSs drawn on the basis of a prescribed
amount of the aggregate “stored value” which israef'® as:

“the sum of money that —

(a) has been paid in advance for goods or serviteaded to be purchased through the use of the
stored value facility;
(b) is available for use from time to time for nrak payment under the terms and conditions applying

to the stored value facility; and

111 Monetary Authority of Singapore Consultation PapRayment Systems Oversight Agpril 2003), at

http://www.mas.gov.sg/resource/download/MASConsigltdraperonPaymentSystemsOversightAct.pdf
(accessed 27 December 2005).

Monetary Authority of Singapore Consultation PapeDraft Payment Systems (Oversight) Bidecember
2004, at
http://www.mas.gov.sg/masmcm/upload/mm/MM_FECD1DZ®% 5312 4EQ08C3EAD82FEA59 _FECD1
D30 6295 5312 40256068939CBE3D/Consultation%20P afkrf8220Draft%20Payment%20Systems%2
0(Oversight)%20Bill.pd{accessed 27 December 2005).

The Payment Systems (Oversight) Bill (No. 39/2088)iressed some of the public feedback given to the
earlier draft version of the Bill annexed to fhayment Systems Oversight Consultation Paper

The use of the expression “facilities” in suhsgtdn for “card” was adopted by MAS to “reflect the
technology neutral stance of MAS’ policy in thieat and in recognition of “technological advancetaen
and innovations ... in different forms of stored \@ahkolutions”See supran 111, at 25.

Y5 d, at 2.

118 payment Systems (Oversight) Bill, sections 6 &hd 2

Id, section 2.

The expression “MPSVF” is used (and distinguisfieth a single purpose stored value facility or SSH”)

in MAS’ Consultation Paper oDraft Payment Systems (Oversight) Hilecember 2004upran 112, at 5-6
and also in MASResponse to Feedback Received — Consultation om Pagiment Systems Oversight Bill
http://www.mas.gov.sg/masmcm/bin/pt1Response2feddioac Draft Payment Systems Oversight Bill.ht
m (accessed 23 December 2005) at para 6-11.

Payment Systems (Oversight) Bill, section 2.

112

113

114
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118

119

-19 -



(c) is held by the holder of the stored valuelfgti

Specifically, any non-bank entity is permitted $¢suie a SVF as long as the aggregate stored value
(or float) remains within the statutorily presciibeap, presently set at S$30 million. Any SVF
which exceeds the prescribed amount may only bedsas a widely accepted (“WA”) SV&by

an MAS approved holder with the backing of an MA®raved bank* as distinguished from a
non-widely accepted (‘NWA") SVE# The Bill accordingly repeals section 77A of thenBiag

Act.

65 According to MAS, the proposed distinction bedswdWA SVFs within the $30 million
limit and WA SVFs that exceed the limit, operatestbe bases that the prescribed amount is a
“proxy indicator for how widely used and acceptédian SVF is and that some SVFs may have a
“lower level of funds-at-risk"®> than those which are more widely accepted. Bydingithe issue
that has been the apparent concern of sectioni.€7the unregulated taking of monetary deposits
by non-banks for use afe factocash (no matter what the amount is), the Bill se&nkave
swung the pendulum in the other direction.

66 Among the attractions of e-commerce are the wuoess convenience and power of
choice, including the ability to pay for small phases such as downloaded music or electronic
literature, using SVFs or e-money without the nedeal with physical change nor the need for a
credit card or debit card. To be able to do sonireavironment where consumers know that the
people who are legally permitted to establish systevhich involve taking their money in
advance, are subject to at least basic obligatigtisrespect to such money, must surely go a long
way towards bolstering confidence in the legitimaoyl propriety of these systems that facilitate
such convenience and hence encourage their use.

67 In this regard, it is hard to say whether theralization of SVFs in the manner proposed
under the Bill where there is no regulatory obiigraton the part of issuers and holders of NWA
SVFs to protect the float, will pave the way fore tigrowth of legitimate payment systems
involving the issuance and use of e-money. Indeedticcess of the NETS CashCard and the ez-
link card may well be attributable to consumer dderfice arising from the protective effect of
section 77A.

68 In the wide space between the restrictions aftiee 77A (where enterprise and
innovation in the development of e-money systenesledt cold and the Indigozes of Singapore
are compelled to abandon their activities) andpttoposed almost free-for-all approach of the Bill
(where consumers of niche businesses are leftnio fier themselves or to otherwise deal only
with the big boys of WA SVFs), lies a possible taffmeasured regulation that could be parleyed
to preserve both innovation of e-money systemscamdumer confidence in them. The theme of
such regulation would be that the float is not nyowhich belongs to those who hold it and must
therefore be accounted for, whether or not goindasas constituting a trust in favour of the
consumers who place the money in the float. Heifi@@nfidence in e-money systems is to be
ensured, the law could do more, such as to retugrdrolder of an SVF to maintain liquidity in a
minimum amount of the float under a separate adcand to prevent it from charging such
account in favour of any creditor or lender andtlie event of the holder’s bankruptcy or

120 4., section 33.

Seedefinition of “widely accepted stored value fagfliin section 2(1) of the Payment Systems (OvérSig
Bill, which requires an approved bank to be fulbblie for the stored value of a widely acceptedestmalue
facility. See alsalefinitions of “approved holder” and “approved kaim section 2(1).

See Consultation Paper omraft Payment Systems (Oversight) Bilupra n 112 at 5 where the
expression“non-widely accepted MPSVF” is used.

Payment Systems (Oversight) Bill, section 58.

Consultation Paper ddraft Payment Systems (Oversight) Bilipran 112, at 5
125
Id.
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liquidation, to provide that payment of the proce&@m such account must be made to the users
in priority to other creditors.

69 Clearly the Bill has not been developed in theeace of any consideration for consumer
protection*?® The eventual rejection of any consumer proteatieasures other than reserving the
possibility of regulations that require hold&ff SVFs to mark or label their SVEE seems to
have been the result of a balancing act betweeoufang the benefits of such measures and
avoiding the increased costs to and regulatorydsumh NWA MPSVF$?° Suchcaveat emptor
approach overly presumes the ability of consuneessess and manage their own risk of whether
to buy into any particular MPSVF, bearing in minldatt consumers are typically already
challenged by having to navigate their way throtgdn myriad complex terms and conditions,
including, for instance, those that provide foreapiry date on the credit in their SVFs, or limit
the types of purchases possible with their SVFgwen reverse the burden on the consumer to
prove that he has credit on his SVF with the SVHdéio Considering certain European
benchmarks for regulatory safeguard of electronomey which address for example, issues of
redemption of e-money at par upon request, theililitysof imposing reserve requirements,
security against counterfeits, full investment bagkin eligible assets, minimum validity period
of e-money issued, limits on the value of e-morssyed per purse and other consumer protection
measures:’ the Bill as it stands falls short.

70 Of course, we make these comments without tineftheof examining the Regulations
which will be issued pursuant to the Bill for tregulation of SVFs. How this will pan out in the
hope that innovative e-money systems will thrive tédke e-commerce to the next level is
anybody's guess. It is conceivable that the cotardee developed in this quest as determined by
the degree of public confidence in these systenghtmot be as dependent on the formulation of
consumer protective law as on the general integrityhe players in the NWA SVF game in
Singapore, in which case ttemveat emptompproach might well be the right one to make.
However, as the Bill effectively enables non-bamititees to legally hold funds practically as
banks do but without the corresponding checks détehon banks, the need to legislate on
consumer protection in the world of MPSVFs is mairag not less, important than with banks.

VI. Domain Names

71 As the registration authority for country codgp tlevel domain (“ccTLD”) names in
Singapore ending with “.sg”, Singapore Network mfiation Centre Private Limited (“SGNIC")
adopted the Singapore Domain Name Dispute Respliaicy (“SDRP”) with effect from 15
November 2001 as the framework and mechanism ferrésolution of disputes relatitr}g to
Singapore ccTLDs to “offer a quicker and cheapey wacompared to litigation in the courts™
Since its adoption, the SDRP has been appliedsawe four Singapore ccTLD disputes in 2002,
which was followed by a period of inactivity un8D05 when five disputes were submitted for
resolution through the SDRP.

126 5eeMAS, Response to Feedback Received — Consultation o Pagment Systems Oversight Bilipran

118, at para. 9.2.

127 A “holder” is defined in the Payment Systems (ight) Bill, section 2 as the person who holdsstwed
value and makes payment for goods or servicesregf¢éo in the definition of “stored value facility”

128 1d., section 30. It might well be, as indicated by MifSts Response to Feedback Received — Consultation on
Draft Payment Systems Oversight Bilipran 118, at para 9.2 that holders of NWA MPSVFs walodd
required pursuant to regulations to put up notstasing that their NWA MPSVFs are not subject to MA
approval.

129 5eeMAS, Response to Feedback Received — Consultation on Pagment Systems Oversight Bilipran

118, at para 9.2.

SeeEuropean Central BanReport on Electronic Money (1988)dUK Financial Services Authorityolicy

Statement (2002).

Seehttp://www.disputemanager.com.sg/sdrp/what @sgessed 29 December 2005).
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72 The authors propose to take stock of how the FSRRs fared since its adoption,
particularly with reference to the application b&tUniform Domain Name Dispute Resolution
Policy ("UDRP”) established and adopted with efféam 24 October 1999 by the Internet
Corporation for Assigned Names and Numbers (“ICANKSr both generic top level domain
(“gTLD") names e.g. ending with “.com”, “.net” aricbrg” and certain ccTLD names, after which
the SDRP is fashioned.

A. UDRP vs. SDRP Provisions

73 Both the UDRP and SDRP operate on the basiseofihderlying contractual rights and
obligations binding the registrar who issues thengim name in question and the holder or
registrant to whom (and indeed on the basis of Wwhights and obligations) the domain name is
issued. In particular, the registrar reserves thrdractual right to withdraw the assigned domain
name from the registrant pursuant to a findinghtse &ffect under the proceedings of the UDRP or
SDRP proceedings.

74 Under the UDRP provisions, a complainant wouldceed in having a domain name
cancelled or transferred to the complainant ifitves that:

(a) the registrant’s domain name is identical orfasingly similar to a trade mark or
service mark in which the complainant has rightst a

(b) the registrant has no rights or legitimate rie¢¢s in respect of the domain name;
and
(c) the registrant’'s domain name has been registand is being used in bad faith.

75 The corresponding SDRP provisions differ from #ibove UDRP provisions only in the
following two apparently minor but potentially si§oant respects:

(@) under the first condition, the complaint may ld@sed not only on the domain
name being identical or confusingly similar to t@mplainant's trade mark or
service mark but also to the complainandse and

(b) under the third condition, the complainant neaty prove that the domain name
has been registerend is being used in bad faith, and not both regisireéind use
in bad faith.

76 Simply from the difference in wording, the SDp#®visions come across as more liberal

in favour of complainants but is this is borne bythe cases applying the different wording?

B. Statistical Comparison
77 The World Intellectual Property Organisation (R®”) reports the following numbers
on cases decided under the UDRP provisions whidadrin favour of the complainant
(disregarding those that were cancelled, withdramerminated after submissiohy:

€)) 5084 (approximately 84%) out of 6075 decidezbsaon gTLDs; and

(b) 162 (approximately 85%) out of 191 decided saseccTLDs.

78 In comparison, four (exactly 50%) of the eightided cases under the SDRP provisions
(one having been settled) resulted in the transferthe domain name in favour of the

132 Results as of 18 December 2005 postetiti://arbiter.wipo.int/domains/statistics/cumwiiresults.html
(accessed 29 December 2005).
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complainant*® Although the statistically insignificant sampleesiof cases decided under the

SDRP provisions may prevent us from drawing any eeaclusions, it may perhaps be observed
that the more liberal language of the SDRP promisibas not resulted statistically in any greater
proportion of decided cases that ruled in favouthef complainant than has been done with the
UDRRP cases.

C. Complainant's Rights

79 Given that a complaint under the SDRP provisiomsy also be founded on the
complainant's rights in a narper se(and not just on trade mark or service mark rigistsequired
under the UDRP provisions), to what extent haveSBRP decisions turned on this additional
ground?

80 Despite the availability of the complainantights in a name as a basis for proceeding
under the SDRP, the analyses in all the SDRP caseb/ed around the complainant establishing
rights in a trade mark sense. Indeed, all the camahts in the four cases which found in their
favour®* owned trade mark registrations which went towanésPanels' findings that they had the
requisite “rights” to succeed under the SDRP prdicggs. Although the Panel in two of the
remaining four SDRP cases which found for the redpat® omitted its express analysis for the
finding that the complainant had the necessarytsjghis notable that the complainant in those
cases also owned trade mark registrations whichassemes formed the basis for the Panel's
finding that the complainant's rights had beenbdisteed (notwithstanding the eventual failure of
the complainant's action due to its inability t@ye the remaining conditions required under the
SDRP provisions).

81 Interestingly, in the remaining two cases whialioured the respondent, the Panel’s
determination of whether the complainant possetisedequisite “rights” was undertaken on the
basis of requiring the additional element of exielit)s in those rights. In the first of these cases,
the MTV Case to the extent that the complainant was unablestablish that it had acquired
exclusive rights over the word “mtv” (despite iggistrations of certain “mtv” & logo trade marks
overseas), especially in the light of the findingthe Panel that the word “mtv” (but not the “mtv”
trade mark) had become genericised in the Chinesicrindustry** the Panel was not prepared
to recognize that the complainant had the necesgdargs such as to displace the respondent, and
took a heavily trade mark-oriented approach tordaténg the establishment of the complainant's
rights. Similarly in the second of these cases,Téletext Casethe Panel broached the matter of
the complainant's “rights” from the trade mark pexgive, stating that these rights “are readily
demonstrated if the name or mark is a registerdetmark under the Trade Marks Act ... [or]
under the law relating to passing off” and alsonfdior the respondent because the complainant
failed to establish that the word “teletext” hadmep to be distinctive of the complainant's
services:’

82 It does not appear that a complainant under Spieéeedings has effectively any more
leeway than a complainant under UDRP proceedingsspect of the first condition required to
be established, notwithstanding the additionalregfee in the SDRP provisions to a “name” over

133 Results posted ahttp://www.disputemanager.com.sg/sdrp/Proceedimdis.asp (accessed 29 December

2005).

134 Google, Inc v Googles Entertainme@PRP Case No. 2002/0003(F$amsung Electronics Co., Ltd v
Funexpress.com.sg Pte Lt8DRP Case No. 2002-0004(RYlcDonald's Corporation v Naturerise, Inc,
SDRP Case No. 2005/0001(F); ahohguaphone Institute Limited and Linguaphone Spuga Pte Ltd v
Cambridge Information Technology and Chan Ngah K8RRP Case No. 2005/0002(R)ifguaphone
Casé.

135 Teck Leong Metals Pte Ltd v Ban Soon Cheong Pte SBRP Case No. 2005/0004(L); afiéck Leong
Metals Pte Ltd v Teck Leong Industries Pte ISBRP Case No. 2005/0005(L).

1% Viacom International Inc. v Elite Technologies Cd,I$DRP Case No. 2002/0001(F) at para 6.2.3 and para
6.2.7 MTV Casg

137 MediaCorp News Pte Ltd v iLABS Technolog&BRP Case No. 2002/0002(L) at para G.8l¢text Case
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which the complainant has rights and with which ttmmain name in dispute is identical or
confusingly similar. If the apparently deliberatdddion of the word “name” in the SDRP
provisions (which is absent from the UDRP provisjowas intended to assist a complainant with
rights in a name such as a business or company tameo trade mark rights, the current
direction of the decided SDRP cases have not ntasielear. However, the reality is that none of
the complainants in the decided SDRP cases falinideclaim on rights to a “namgkr se

83 The strong focus on trade mark-related condidasain the SDRP cases have effectively
equalised the practical application of the SDRRigions with the UDRP provisions in relation to
the first condition required to be establishedh®y ¢complainant, despite the difference in language
that might have looked at first sight to make aeptally significant difference in an appropriate
case. For example, the consensus view of the Wi@IB in the UDRP cases, as examined in the
WIPO Overview of WIPO Panel Views, is that if themgplainant owns a registered trade mark,
he will have satisfied the first element of the UBRrovision§*® seems equally prevalent among
the Panels in the SDRP cases.

D. Respondent's Rights or Legitimate Interests

84 While the language in the UDRP and SDRP prowssian the second element required to
be proved by a complainant is the sair@,the registrant has no rights or legitimate intesrés
respect of the domain name, there appears to be ctemity on this issue under the UDRP cases
that once the complainant has made oupiima faciecase that the respondent lacks rights or
legitimate interests in the mark, the burden ofvmg the respondent's rights or legitimate
interests shifts to the respondent, failing which tomplainant would be deemed to have proved
the lack of such rights or interests.

85 The singular message coming out of the SDRRIddatases on this issue is less clear
and perhaps because the collection of such cagessently small, the verdict is still open. While

several of the Panels in the SDRP cases eitheesslgror obliquely assumed the consensus
UDRP position that the burden of proving the regj@mt's rights or interests in the domain name
falls on the respondent if the complainant's agsemf the lack thereof is to be rebutted, the
Panels in at least a couple of the SDRP casesotlidetessarily agree with tHi&.

85 The WIPO UDRP cases are equally clear in théeotion that the respondent’s right or
legitimate interest in the domain name is not pdoweerely by the domain name comprising a
generic word*! For example, in the UDRRladonnaCase*** the fact that the word “Madonna”
had an ordinary dictionary meaning that was nob@aged with the complainant was given little
weight. Notably, the WIPO Overview of WIPO PanekWs also states that if a respondent is
usingl?sgeneric word to describe his product oinmss, it has a legitimate interest in the domain
name.

86 In the three SDRP cases where the domain namguéstion was argued by the
respondent to be a generic word, the Panel in the:

138 See WIPO, WIPO Overview of WIPO Panel Views on SeldctdDRP Questions—at para 1.1 at
http://arbiter.wipo.int/domains/search/overviewgnctml (accessed 23 December 2005).

Id., at para 2.1.

Seee.g, Linguaphone Case, supral34, where the Panel's position on the issuehof mas the final burden
of proving the lack of the respondent’s rightsrieriests in the domain name is not entirely cl8ae also
MTYV Case, supra 136, at paras 6.3.4 and 6.3.6.

141 WIPO, WIPO Overview of WIPO Panel Views on SedectUDRP Questionsupran 138, at para 2.2.
142" Madonna Ciccone p/k/a Madonna v Dan Parisi and "Maztncom”, WIPO Case No. D2000-0847.
143 WIPO, WIPO Overview of WIPO Panel Views on SeteictDRP Questionsupran 138, at para 2.2.

139
140
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(a) MTV Caserelied on this as a basis for its finding that twmplainant had
therefore failed to prove the respondent's lackigfts or legitimate interests in
the domain nam&*

(b) Teletext Casdid not expressly consider this in the context®tlietermination of
whether the respondent had rights or legitimaterésts in the domain nari&;
and

(c) Linguaphone Caseejected this altogether as a relevant argumenthe
proceedings?®

87 The generally more disparate outcome of the SRIREided cases may well be
attributable not only to the facts that the SDRgime was only implemented in 2001 and the
domain name market in Singapore is still evolvibgt also to the fact that most of the SDRP
decided cases involved relatively complex factyadainics as compared to the good number of
the more straightforward cyber-squatting type casesng the UDRP cases.

E. Respondent's Bad Faith

88 In the UDRP language on the third condition ® groved by a complainant, the
“significance of the use of the conjunction “and that paragraph 4(a)(iii) requires the
Complainant to prove use in bad faith as well ggsteation in bad faith. That is to say, bad faith
registration alone is an insufficient ground fortaibing a remedy**’ Hence in theFamosa
Case**®the UDRP Panel declined “to state a formal findisgo whether the Respondent is using
the domain name in bad faith, because the failineréve bad faith registration is dispositive”.
Similarly, in view of the complainant's permissifam the respondent’s original registration of the
domain name, the UDRP Panel in tBeeentyre Cas&' found that such registration was in good
faith and stated in the circumstances that wheteerespondent’s use was in bad faith “can be
left undecided”.

89 In contrast, the SDRP provision requiring a clamant to merely establish the
respondent’s registratioor use of the domain name in bad faith, has obvititedheed for any of
the Panels in the SDRP cases to explicitly detegmihether the respondent’s bad faith related to
its registration or its use. Instead, the SDRP Rahave tended to deal with the two together,
whether in finding that at least one and/or theeptias or have been met (where bad faith was
established), or as the case may be, that neitteeoiothe other has been met (where bad faith was
not established).

90 Unlike the difference in the SDRP language ftbemUDRP language with respect to the

first condition to be proved by a complainant (whidoes not appear to have differentiated the
analytical approach of the SDRP Panels from thahefUDRP Panels much with respect to the
first condition), the differing SDRP language widspect to the third condition, on the other hand,
seems to have liberated the SDRP Panels from hduingake a pointed distinction between

whether the respondent’s bad faith related toeiggstration or its use, in a way unavailable to the
UDRP Panels.

144 Supran 136, at para 6.3.4.

Supran 137, at para 6.9.

146 Supran 134, at para 6.14.

147" Telstra Corporation Limited v Nuclear MarshmallgWgIPO Case No. D2000-0003, at para 7.4.

148 Fabricas Agrupadas de Mufiecas de Onil S.A. (FAMQOSB)rd PalametaWIPO Case No. D2000-1689.
1499 Green Tyre Company Plc. v Shannon GrddPO Case No. D2005-0877.
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VII.  Open Sourcelnitiatives

91 Open source is more than a contemporary catchaothe IT community. It seeks to
revolutionize the entire software industry by mayim away from a proprietary paradigm to a
commons paradigm, and also promote transparency apehness in the development,
implementation and use of software. Numerous gawemns have abandoned proprietary software
in favour of equivalent open source products, beegovernments do not want to be beholden to
proprietary software developers, and also becaogergments want the additional security of
accessibility of source code’

92 In the same spirit of openness, the Singapovergment has relaxed its requirements in
asserting intellectual property rights in produmts! services developed by commercial providers
for the government. In its new Singapore Governnierieolicy’>* which came into force in July
2004, the Singapore government now allows theseigers contracting with the government to
retain some intellectual property rights in worksoducts or services developed for the
government. The basis of the policy is that thiimizes the value of Singapore’s intellectual
property by allowing it to be exploited commergralby those who can do so, such as the
commercial proprietors. The Singapore governmemst dlao indicated its intention to license
government intellectual property rights to thirdrtjs for commercial purposes. For instance,
many companies have benefited from map data licehsethe Singapore Land Authority to
release innovative map-related proddéts.

93 It is submitted that in the same spirit as thpero source initiative, the Singapore
government should be prepared to release keyentall property rights into the public domain,
or to make them open source. Examples of thesedwmrilcartographical and directory mapping
data, urban planning data, key economic statistiatd, caselaw and legislation. If they become
open source, this will enable downstream develofme@ccess government intellectual property
rights, to build on them and to share the fruitstlodir development for the betterment of
Singapore. Yet, because they are open source (@ssep to public domain), the Singapore
government continues to retain intellectual propeights in them and, by virtue of the open
source licensing, continue to retain a measureofrol over derivative works created with them.
Sharing such works with the public eliminates ther®mmic loss arising from duplicated efforts in
creating separate derivative works from the sama bathe public domaiff®and encourages
differentiation, not by the exercise of proprietaghts over the derivative works created from the
works in the public domain, but from differentiai®in the quality of the services that can be
offered from the use of these works.

94 It is understood that the Singapore governmast studied the issue of open source
seriously and there is a confidential governmemepabout the use of open source software in
government agencies. Of course, another approagbossible, such as that taken by the
Venezuelan government’s open source law. Coming éftect on January 2006, the law will
mandate all public agencies to undertake a two frasition to open source softwdréThe
Singapore Ministry of Defence has taken highly pulsind visible steps to move away from
proprietary software. It remains to be seen whatphblic stand of the Singapore government is
as regards the use and the promotion of the ugpenf source software within the public sector.

150 gsee,e.g, ZD-Net, “Massachusetts to adopt “open” desktop”S@p 2005), ahttp://news.zdnet.com/2100-
3513 22-5845451.htmlaccessed 28 December 2005); CNet News, “Govermmposh open-source
software” (29 August 2001), attp://news.com.com/2100-1001-272299.h{adcessed 28 December 2005).

Ministry of Law and IPOSQOptimising Intellectual Property: IP Management @elines for the Public
Sector in Singapor&uly 2004).

152 singapore Land Authority, “What We Do: Land Infation”, at
http://www.sla.gov.sg/what_we_do/land_informatiani_data_hub.htnfaccessed 29 December 2005).

See e.g, NetAction, “Government Promotion of Open Sourceoft®are” (1999), at
http://www.netaction.org/opensrc/oss-whole.hfadcessed 28 December 2005).

O'Reilly, Venezuela Open Sourcat http://radar.oreilly.com/archives/2005/12/venezuefgen_source.html
(accessed 23 December 2005).
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Conclusion

95 Clearly Singapore IT law is an area that hashesn spared the attention and effort
required to respond to the constantly evolvingdustry and its impact on the way business is
done and the marketplace in general. Despite stiehtian and effort, there remains and possibly
there will always remain, work to be done, givee itherently dynamic nature of technology and
the potentially varied human response to it, aesirpredictable and at times, not. It is not raalist
to imagine that Singapore IT law can be developguetfection at any point in time and therefore
it is perhaps more meaningful to accept and livehwhe ongoing need to consciously and
constantly evaluate and review existing IT law, rews it is being applied, so as to build as
conducive and as modern as possible a legal infictate that promotes use of state-of-the-art
technology with certainty and confidence in a wagttenhances all manner of business and social
activities in Singapore.
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